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Versatile Home Network CEA-851-A

FOREWORD

This standard was developed under the auspices of the R7 Home Network Committee.
It should be noted that this current version, CEA-851-A, supersedes CEA-851.

The Video Electronics Standards Association (VESA) established the VESA Home Network
(VHN) Committee in 1995 to create the architecture for a digital, broadband home network.
The VHN standard was initially developed by the VESA Home Network Committee.
However, it was never ratified as a VESA standard.

In June 1999, the Consumer Electronics Association (CEA) established the R7 Committee to
help harmonize the several efforts being undertaken to develop home networking standards.
In January 2000, the Board of Directors of VESA and the Board of Directors of the
Consumer Electronics Association agreed to merge the VESA Home Network and the CEA
R7 Committee, by establishing the CEA R7.4 Committee.

CEA-851 was completed and approved in 2000. Work started on CEA-851-A in 2003.
Subsequently, CEA-851-A was transferred to R7 WG3 as the R7 standards committee was
reorganized by the CEA and R7.4 was dissolved. In 2004 CEA asked the 1394 Trade
Association (1394TA) to help develop CEA-851-A. The 1394TA presented a proposal for
CEA-851-A to CEA in January 2005.

This standard is to be forwarded to JTC1 SC25 WGL1 for international adoption.

i © CEA



Versatile Home Network CEA-851-A

TABLE OF CONTENTS

1 SCOPE AN PUIPOSE ...ttt ettt sttt sttt sttt sbe et ebe e beenbesneenbeeneenneas 2
O o U1 o 0 TP P R PP P RPPPPPPR 2
o] L= TSRO URURTORROUPTRPRTN 3

2 NOFMATIVE RETEIENCES. ......eiviiiiiieie bbb e 5
2.1 NOrmative RefErenCe LSt ......co.oiiiiiiiiiiie et 5
2.2 Request FOr Comments (RFCS).......oiiiiiieiieie e 8
2.3 INFOrmMative RETEIENCES ......ocuiiiiiieiee e 8

3 Definitions and ADDFEVIATIONS .........ccuiiiiiieieie et 9
3L DEIINITIONS ...ttt ettt ettt et e et re e beenbeane e beeneenneas 9
3.2 ADDIEVIALIONS ... e 15

o] g} (o] ¢ 4T Lo (ol USRS RPRORTPRTRS 18
4.1 VHN HOME NEIWOIK ..o 18
4.2 VHN DEBVICES.....eeiuiiitie ittt sttt sttt bttt et e bt e e b e sbeesbe e st e sbe e beeneesreenneas 18

5 NetWOIrK INFraStrUCTUIE .....c.ooiiiiiiicceceee bbb 19
5.1 Overview of Media and TOPOIOGY .....c.cooeiiiiiiiiiieice e 19
5.2 PRYSICAI IMEBAIA .....ocviicvieeee ettt e e sae e neenne e 20

5.2.1 Category 58 UTP ...ttt 20
5.2.2 Glass OptiCal FIDEI ........cccooviiieiece e 20
5.2.3 Plastic OPtiCal FIDEY .......cooiiiiiee e s 20
ST N o] o 0] [0 | ST 20
5.4 Backbone Physical & Data Link Layer (IEEE 1394bD).........cccocoiiiiiiiniiiienieen, 21
5.5 Protocol Stacks, Network Layers, Services & Streams........cccocvevvevveieereeieeseennenn, 21
5.5.1 Protocol Stacks OVEIVIBW.........ccuoiiiiiiiiiieie e 22
5.5.2 IEEE 1394 INitialization .........ccoociiiiiiiiiiieece e 22
5.5.2.1 IEEE 1394 NOUE DISCOVEIY .....ooiuieiiiiieiiieiieiesiee ettt 23
5.5.2.2 AV/C NOUE DISCOVEIY .....cviiiiiiiiiitieiieiieete ettt 23
5.5.3 Description of Specific Protocols.........ccccovevviiiiiciice e 23
5.5.3.1 IEEE 1394 PhySiCal LAYEI ......cccoiiiiiiiiieieeeee e 23
5532 IEEE 1394D......ooie e 23
5.5.3.3 IEEE 1394 LiNK LAYEK ...coeiveieiecie st 24
5.5.3.4 IEEE 1394 Transaction LaYer ..........cccccueiiiieiieieeie et esie s 24
5.5.3.5 IEEE 1394 Serial Bus Management...........ccocvveiireneninieeieese e 24
5.5.3.6 Function Control ProtoCol (FCP) .......cccccceiieiieieiece e 24
5.5.3.7 AV/C READ DESCRIPTOR Command ..........ccecuerveriererenesesiesin e, 24
5.5.4 Internet ProtoCol (IP).......c.coioiiiiiiece et 24

6 Addressing, Discovery, and CONTrol..........cccocvoiiiiiie e 25
6.1 HeterogeneoUus NETWOIKS.........ccuciiiiiiicce ettt 25
6.2 USEr-t0-DeviCe CONTIOL.........ccoiiieiiiieciese e 25
B.3 UPNIP <.ttt bbbt n e r e 25



Versatile Home Network CEA-851-A

7 IMEAIA TTANSPOIT ...ttt bbbttt nn et 26
7.1 STIRAIMS ...ttt ekttt e ekt e et e et e e e bt e e bt e e mb e e ebe e e nbeesbeeenbeeanee e 26
7.1.1 Isochronous Streams in ANSI/CEA-2027-A......cccccooiiiiiienene e, 26
7.1.2 IP-based Streams in UPNP AV .......oooiiiiiiiee e s 26
7.1.3 ROULING TP SEFEAMS . .ecviiciie ettt nne e 28
7.1.4 Media Devices for 1P STreaming ........ccoccoveviinieiieniee e 28
7.1.5 Media Transport for IP Streaming ..........cccccevvvevieeieiieeie e 29
7.1.5.1 Media STreaMING .....cceiiiiieiiiie ettt sttt 29

7.1.5.2 Media File Transfer ... 30

7.1.6 QUANILY OF SEIVICE ..ottt 30
7.1.6.1 VHN Media PIayer.........ccceiiiieiie et 30

7.1.6.2 VHN MEAIA SEIVET ..ottt ettt 30
7.1.6.2.1 Serving Full Quality Streams..........cccevveieiieniesie e 31

7.1.6.3 VHN NetWOrk SWItCH ...ccueiiiiiiiiee e 31

7.1.6.4 VHN NEtWOrK ROULEE ..ot 31

A =] (=1 o] 0 o] o) VAU USSP 32

8 BaCKDONE INTEITACES. ... ..eiuiiiiieie st 32
8.1 Backbone-Component INTErfaCe. .........ooiiiiiiiiiiieseee e 32
8.LLIEEE 1394 BridginNg ....ccoeiiiiiiiiiiisiiiieieie ettt 33
8.1.2 Requirements for IEEE 1394—IEEE 1394 Interfaces ........ccccceeevvvnvninieene. 33

8.2 ACCESS INTEITACES .....eoviieeee ettt bbbt 34
8.2.1 Installing an AcCCeSS INTEITACE .........coviiiiiiiie s 34
8.2.2 Network Security: Firewalls, Conditional Access, Privacy Management ..... 34
Annex A Examples of VHN Home Network Implementations............ccccvoevinieninnnenne. 36
A.1 Example 1 — A VHN Home Network with CATV, DBS, and POTS Access......... 36
A.2 Example 2 - A VHN Home Network with a Residential Gateway........................ 37
A.3 Example 3 - A VHN Home Network with a Multimedia Hub ............cccccocveeeee. 37
Annex B - Introduction to IEEE P1394c (Informative) .........cccccvveviiieiicve e 39
Annex C - The OSI Reference Model (INfOrmative)...........ccoccveveiieiieiesieneee e 40
Annex D - ANSI/CEA-2027-A User Interface (Informative)...........cccooeviivveiecc e, 43
D.1 Overview of ANSI/CEA-2027-A ..o 43
D.2 AN AV HOME NEIWOIK .....oviiiiiiiiiieieie e e 43
[0 Y AV A @0 1 ¥ o ] TR 44
Annex E - UPnP Architecture (INfOrmative)...........cccooveieiiiii e 45
E.1 OVErVIEW OF UPNP ...t 45
E.2 Network Configuration..........ccccoveiiiiiiieie e 45
E.2.1 AAAress ACQUISTTION ......ociiiiiiieiisiesie e 45
E.2.1.1 Managed Device AdAreSSINg .......cccciveiieeieiieiieie e e see s sre e sae e 46
E.2.1.2 Unmanaged Device AdAreSSING........ccccuririririmiieienesiesiesie e 46

R B\ IS N @ o) 1 o] o B PSSRSO TRPR 46

E.3 ASSOCIAtION CONTIOL......eiiieiice e enes 46

i © CEA



Versatile Home Network CEA-851-A

E.3.1 The Participants in Association Control .............ccccccoviveveiieiiene e, 46
E.3.2 DISCOVEIY ...ttt bttt b ettt b e bt et sre e nbeennesbeenbe e 46
G S I 1= ST o) 1 o] o ISR 47
R N o T=T o | 7 A o] o PSR UR TSRS 47

E.4 Control and Event NOTTICATION .........cccooiiiiiiiiiieeee e 47
E.4.1 Communications between Devices and Control Points ...........cccccceveeieiennenn, 47
EL4.2 CONTIOL...ciiiiiieee bbbttt b e 48
E.4.3 EVENT NOUTICAION ...t e 48
Annex F CEA-851.1, IP-based Telephony (INformative).........cccccceevviniveienieseece s 49
F.1 OVErview Of CEA-85L.1 ...ttt bbbt 49
F.2 SCOPE OF CEA-851.1 ... oottt ettt e e e 49
Annex G - The ISO/IEC 15045 Residential Gateway (Informative)...........cccceevrivenenne 50
G.1 Overview Of ISO/IEC 15045.........ccoiiiie et 50
G2 FIFEWAIL ... ettt ettt nne e 50
(TR I N N 0 =T o] ] USSR 50
G.4 ApPlIication CONTIOIIET ......ooueiiiee e 51
G.5 HomeGate Implementation............cccooveiiiiriieie e nee e 51
G.6 Further HomeGate DeVElOPMENTS .........ccviiiiiieiieiieie e 51

0\ © CEA



Versatile Home Network CEA-851-A

FIGURES
Figure 1 — A VHN HOME NEIWOTK ......ooiiiiiiiiee e 3
Figure 2 — An Abstract VHN Home Network ..........cccccooviieiieiecc e 4
Figure 3 — VHN Protocol StackKs..........ccooiiiiiiiiii e 22
Figure 4 — Protocol Stack for Initialization ...........c.cccoeeiieii i 23
Figure 5 — Protocol Stack for Internet Protocol...........cccoooviiiiiiiiiiienece e 25
Figure 6 — UPNP AV SEreamiNg.......c.ccceiierieiiiesieiesiee e esee e steeaesee e aessaesseeaesnaessneeesnes 27
Figure 7 — Example of Protocol Stacks in a Backbone-Component Interface................ 32
Figure 8 - A VHN Home Network with CATV, DBS, and POTS ACCESS ........cccevvvervenne. 36
Figure 9 — A VHN Home Network with a Residential Gateway...........ccccccooervvrnviiieninnne 37
Figure 10 — A VHN Home Network with a Multimedia HUb ...........c..ccooov i 38
Figure 11 — OSI Reference Model ... 41

v © CEA



Versatile Home Network CEA-851-A

Introduction

This standard defines an IP-enabled network for connecting cluster networks to a whole-home
broadband distribution backbone in order to facilitate integrated operation of appliances and
networked components. The distribution network in this standard is based on IEEE 1394. This
network will accommodate Ethernet as an attached network via a bridge, and directly with the
introduction of IEEE 1394c. The network defined in this standard is called the Versatile Home
Network (VHN Home Network). The VHN Home Network provides a flexible and open
network architecture and communications protocol specification for digital devices in the home.

Function and use of a VHN Home Network:

e Allows the transfer of information among all connected digital devices in the home,
either as directly connected end devices or as part of a cluster network.

e Allows interoperability between devices on different cluster networks in the home,
including low bandwidth networks and high bandwidth networks.

e Provides a common interface to Residential Gateways that connect devices in the home
to access networks.

e Provides user-to-device control.
e Provides device-to-device control.
e Provides home network management for devices and applications.

NOTE: CEA-851-A defines a home intranet as a collection of networks that provides complete
connectivity between end devices. This intranet uses the facilities of the TCP/IP protocol suite
for asynchronous (and some isochronous) communications. Almost all of the underlying
technologies, from media to applications, are defined elsewhere, as standards that were
developed by national standards bodies, by international standards bodies, or by industry
consortia. CEA-851-A is different from most other standards in that it places unusual emphasis
on incorporation of these other technologies and protocols. In many cases, the entire technology
or protocol is included by reference in CEA-851-A. Thus, a single sentence in this standard may
imply hundreds of pages of definitions and requirements from other documents. It is important
for the reader and user of CEA-851-A to understand that the underlying specifications must be
respected, and carefully followed, for the VHN to be an effective integrating tool for the home
network.
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